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Steve Froggett and Simon Liu, Com Global Systems Inc.

System Performance Modeling in C4ISR/Weapon
System Design and Development

ABSTRACT

This paper describes an effective process for
development of engineering models and
discrete event simulations as part of the
system engineering effort supporting
Command, Control, Communications,
Computers, Intelligence, Surveillance, and
Reconnaissance (C4ISR) and weapon
system development. Application of
modeling and simulation techniques
throughout the system life cycle has been
directed as an element of Defense
acquisition reform, and has been
demonstrated to be effective in reducing
cost, risk, and improving system
performance. Development of an executable
model of the proposed system, which
encompasses the functional architecture,
process models, rules, and a data
representation, allows the architect to ensure
the design concept meets functional
requirements. When this is carried a step
further by developing a simulation of the
architecture, or architectural components, it
becomes possible to assess performance
capabilities. A virtual model of the system
can be executed to predict these
characteristics and validate its likely
fulfillment of operational requirements.
This paper provides a step-by-step
discussion of a process for developing
system performance models and
simulations, concluding with a synopsis of
key areas for program manager attention.

INTRODUCTION

Models are abstract representations of
systems, providing a logical description of
how the system works. Models may be used
to provide insight into system structure,
operation, and its interaction with the

environment. When the model is embodied
in software and is executable on a computer,
system behavior and performance under
various conditions and alternate system
concepts can be examined before significant
resources are expended in system
development. Modeling allows system
designers to experiment with the system
processes without actually having the
system, or having to create complex real
world environments to interact with the
system.

MODELING IN SYSTEM
ENGINEERING

DoD Policy

Appropriate use of modeling and simulation
techniques is mandated as a major element
of DoD acquisition policy. As stated in
DoD Directive 5000.1, modeling and
simulation shall be used to reduce the time,
resources, and risks associated with the
acquisition process while improving the
quality of the system being acquired. The
Simulation Test and Evaluation Process
(STEP), a major DoD initiative, focuses on
use of modeling and simulation in
conjunction with test and evaluation
throughout the system life cycle. DoD
STEP Guidelines note that “Credible
representations of the system and
simulations can provide early and
continuous insight and projections and
predictions about system performance; risk
and risk mitigation; operational
effectiveness, survivability, and suitability;
and to support others in the acquisition,
requirements, cost analysis, training, and
user communities.” (Coyle and Sanders,
1997) Figure 1 illustrates the concept that
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knowledge gained from the application of
the STEP processes of simulation, testing,
analysis and evaluation permits an informed

assessment of system ability to meet
requirements.

Requirements

Simulation
Testing

Analysi

Knowledge

Figure 1. STEP Evaluation Process

System Development and Architecture
Modeling

The SPAWAR C4ISR Architecture
Framework defines a means of expressing
an architecture in multiple ways, each
providing a different insight into the system.
The SPAWAR approach begins with an
analysis of the operational mission and
supporting tasks, which are decomposed into
the functions which must be performed to
achieve the tasks and accomplish the
mission. The operational concept drives the
organization or operational architecture
(system nodes and relationships), and
impacts the physical (system) architecture,
which provides the resources to accomplish
the required functions. The functional
architecture identifies the functions that are
to be performed, as well as their sequence,
control mechanisms, inputs, and outputs.
The functional architecture may be
expressed in the form of several models,
including:

e Process models, such as functional or
data flow diagrams which describe how
the system is to perform in terms of the

functions that have been identified in the
modeling process;

e Data models, describing data structures
and relationships among the data entities
that have been identified in the process
models;

e Rule models which describe high level
behavior for transformation of inputs or
controls to outputs for functions
identified in the process models;

e Dynamics models describing the
conditions that cause the system to
transition from one state to another.

Each of these views defines a different
aspect of the system, and centributes to an
understanding of how the system should
perform. However, these are all static
views, and do not provide insight into
dynamic interactions among system
elements. When the processes, rules, data
flows, and dynamics of a system have been
identified they constitute a system functional
architecture. Creation of an executable
performance model involves marrying the
functional architecture with at least some
aspects of a physical architecture and
defined organizational relationships, with




the whole thing driven by the concept of
operations. When this is carried one step
further, by adding performance values and
probabilistic responses to build a dynamic
simulation, a significantly greater

understanding of likely system performance -
under operational conditions may be gained.
This is an essential element in the
engineering of complex systems.

Mission

Operational
Technical
C t
oneep Architecture
Organization
Functional Physical
Architecture Architecture
® Process Model
Rule Model l
Data Model Performance
/ Model
Dynamics Model

Figure 2. Architecture Views and Models

Performance Modeling in the System
Engineering Process

The crux of the system engineering problem
is to define a system that will perform
efficiently as needed to deliver the required
operational capabilities, across the range of
likely operating conditions, within cost and
schedule constraints. This typically involves
an iterative design approach, illustrated in
figure 3. Requirements statements are
analyzed to define functional capabilities,
operational and system structures, and
performance measures directly linked to
requirements. Once defined, the functions
are allocated to system components and are
assigned initial performance budgets.
Alternative functional allocations, process

flows, and resource levels are examined and
analytic results documented. As the
alternatives are evaluated the results flow
into updated performance budgets, lower
level requirements statements and the
system specification. A key tool facilitating
this process is the performance model used
to address key questions and critical aspects
of the system under development.

. Development and use of this performance

model is the focus of this paper.
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Figure 3. Simplified System Engineering Process

Performance Modeling

The utility of a dynamic discrete event
simulation of the system under development
is that it permits system developers and
users to:

Determine expected system behavior

e Identify candidate processes for
automation

e Investigate impact of system
modifications

e Examine impact of rearranging the
sequence in which processes are
performed

and performance before actually
building the system

Develop an understanding of why the
system performs the way it does, and
what might be done to make it perform
better

Locate impediments to system
performance — such as buffers and
queues that backup, time consuming
processes; throughput degraded by slow
processors or insufficient
communications bandwidth

Estimate system resource requirements
— human, machine, and material — and
the impact of alternative resource levels

Determine impact on system
performance of varying degrees of
system reliability ‘

Effectively explain the system concept
to both the customers and the design
engineers who will implement the
planned capabilities

Verify design engineers and customer’s
understanding of requirements




An often overlooked benefit, but not at all
trivial, is the degree of insight into the
system requirements gained through the
process of model development. The model
will represent the system as a series of
primitives consisting of queues, time delays,
probability distributions, equations, routers,
processors, and so on. These are quite
specific, showing what the system does,
when, how, and why. When the engineers
or operators walk through the model, every
process, every decision point, every logical
rule, and every assumption is examined.
This in itself can be highly instructive, and
will ultimately save both time and money.

MODEL DEVELOPMENT

Problem Definition

The first step is to define the issues of
concern to the development team. This is a
process of identifying the questions that

need to be answered, the information needed '

to answer these questions, and the level of
detail required. As the questions are
developed, associated performance
parameters — the factors that are important to
system operation — will be identified for
collection by the model. An important part
of defining the question and determining the
information the model must produce is
specification of exactly where and when in
the system process flow the performance
data will be measured, and the kinds of plots
and graphs to be generated from this data.

At the same time, the Measures of
Performance (MOP) and Measures of
Effectiveness (MOE) that will be used to
assess system performance must be
identified. The MOP is a measurement of
the system itself without addressing the
external environmental factors, while the
MOE is a measurement of the response of
the system with respect to its interaction
with the external environment. Often the
performance measures of interest will be
such factors as time, rate, and accuracy. An
example can be the revolutions per minute
of an engine. These may be rolled into
effectiveness measures such as throughput,

capacity, responsiveness, and timeliness, to
allow objective comparisons of system
performance in terms that matter - that are
keyed to requirements. The effectiveness
measure for a car can be the acceleration or
the handling of the car on the road where
external conditions are being considered, for
example.

It is important that the questions to be
answered be framed as completely and
accurately as possible, because they dictate
the approach the modeler will use, the
degree of detail required, and the outputs the
analysis must generate. The questions will
be refined as the effort progresses and
insight into system operation is gained, but
serious early thought will help ensure the
modeling effort is correctly focused and
scoped, and hence likely to be successful.
The problem definition needs to include a
description of the operational environment
to be simulated, and the operational
concepts governing system employment,
because this is what drives the model, and
ultimately, measures of system
effectiveness.

Experiment Design

Having developed a listing of the questions
of concern, a statement of analysis
objectives and specific analysis
requirements, it is appropriate now - prior to
any model development - to design the
experiments that will be conducted with the
model. Experiment design should include
the factors to be varied, the range of values
to be tested, the environment or scenarios to
be used, and the number of simulation runs
to be made. This should be documented in
an experiment design document. Although
the experiment plan will almost certainly be
refined, it is important that it be drafted now,
to ensure that the model will be designed
such that it will be capable of producing the
necessary information.

It is very useful at this beginning point to
develop, with participation of all the
stakeholders, an informal statement of
expectations, or “success criteria,” to help




ensure the modelers understand the
objectives of their efforts. Model scope,
boundaries, limitations, and level of detail
should be mutually understood and agreed
before going further.

System Representation Requirements

. The system representation requirements
amount to a description of what is to be
modeled. This typically takes the form of
functional flow diagrams and descriptions of
the processes being performed, together with
inputs, outputs, controls, decision logic,
interfaces, and the resources employed to
perform the functions. These need not be
fully fleshed out, and probably will not be,
and in any event are likely to change as a
result of behavior modeling. What is
essential is an understanding of system
components, interactions, and the factors
that may vary as the system operates, or
cause the system to respond in different
ways.

However it is accomplished, the following
must be defined to the level of detail needed
to address the issues of concern:

e The operational entities and system
nodes to be represented, together with
their relationships to one another, and
the connectivity among them;

e The information that is exchanged
among architecture nodes, and is
important to the elements of system
performance being examined, must be
defined. This should include (as
appropriate to the question), data type
and size, frequency with which it is
exchanged, data path employed,
intended distribution, and the attributes
which give meaning to the data;

e Operational concepts governing or
describing system operation;

e System functional flow: the processes
performed, their sequence, their inputs,
outputs, controls, the resources to
accomplish each process, and the logic
governing each decision made within a
process; :

e Subsystem or system element
performance parameters and values:
factors such as bandwidth, message size,
communication protocols, data rate,
delay time to accomplish each function,
buffer capacity, and any other factors
important to system performance.

A model should not be any more complex
than is necessary to answer the question for
which it is built. A key to effective and
efficient use of modeling resources in
support of system engineering and design
activities is to model only the parts of the
system that are important to answering the
questions of concern, and to model them
only to the depth necessary. More detail is
not necessarily better, but it does make the
model harder to use and understand. The
modeling activity should focus on key
system functions, the identification of which
will vary according to the questions being
addressed. In C4ISR systems, “key
functions” are often those that require
significant time or other resources, lie in the
critical path, require completion of a human
decision process, or produce an output upon
which a key function is dependent for
execution. Model simplification can be
achieved by carefully assessing the question,
and omitting less important factors,
aggregating several processes, or
characterizing processes, rather than
explicitly modeling them. An incremental
approach is often effective, in which the
initial model is a fairly simple
approximation of the system. This model
will be iteratively refined and enhanced as-
design concepts mature and greater
understanding and insight, into both the
system and the question, is developed.

The system representation requirements
constitute the “specification” to which the
model will be built and verified.




Model Architecture Review

When the model is completed to the point
that it incorporates system nodes, elements,
processes and information flow, it should be
jointly reviewed in a working level session.
This review needs to include the system
architect, the system engineers, their
counterparts in the customer organization,
and the model developers. It should be a
detailed, block by block walk through of
each process and logical operation. The
point of this review is to achieve consensus
on the model’s characterization of system
behavior and connectivity.

Many modeling tools available on the open
market provide basic building blocks that
can be assembled to represent the functional
process being performed. These building

blocks include graphic objects representing
queues, delays, probability distributions, and
so on, thus simplifying the review process.
As an example, figure 4 shows a partial
model (using the COTS tool Extend) of a
radio in which an incoming report is placed
in a queue, held for a processing delay
(delay time read from the input spreadsheet),
then routed through a switch which is set
based on a threshold value. Subsequently
the report is screened and either routed on,
or dropped, based on a probability
distribution. The graphic display allows
someone who is not a modeler but does
understand how the system should work to
understand and verify the modeler’s
representation of the functional processes.

Queue Processing

Report In -El;

Read Input From
Spreadsheet

Routing
a

Threshold

-E2H3
Probability Dist.

Send Output To
Spreadsheet

Figure 4. Sample Model

Throughout the review, it is important to
keep a focus on the purpose of the modeling
effort. The model is supposed to answer
certain questions, not all questions.
Consequently, parts of the model will be
developed to greater detail than other parts.
The idea is to be sure that the right parts are

developed to sufficient detail to provide the
needed information. For example, in a
model developed to examine the timeliness
and accuracy of the tactical data exchange
among a group of ships and aircraft, the
communications network would be
developed in detail, but the ships’ sea
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keeping abilities would probably be
addressed in only a cursory way, if at all.
This is important to keep in mind first when
the representation requirements are
developed, and later when the model is
accredited for use — it could be properly
accredited for certain purposes, but not
others.

In a complex development there should be
multiple reviews, perhaps as incremental
portions of the model are completed. The
idea is that the modeling effort should not be
allowed to proceed completely
independently; it is too easy to make a
wrong turn and waste time and effort

building something that is not quite what the -

customer wanted (even if it is what was
requested).

Model Parameters Development

During model development, many of the
input parameters, such as process time
delays, will not be immediately available.
Model construction can proceed in their
absence, but eventually the model needs to
be populated with appropriate parameter
values. These can be developed by
accessing results of engineering tests,
specification values, prototyping activities,
engineering estimates, or budget values as
appropriate.

During the experimentation phase the
system analysts will want to change
subsystem performance values to observe
their effect on overall system performance.
An effective approach is to link the model to
a spreadsheet, and read performance values
into the model when the simulation is
initialized. This has several benefits. The
performance values used in the simulation
are all consolidated in one place, are readily
visible, can be documented with data source
references, and can be changed without
going into the mode] to find all the places
the values might be used. This simplifies
the process of setting up subsequent
experiments, when individual process
performance values are often varied to

observe their impact on system performance.
The same spreadsheet also provides a logical
means of collecting output data, as
simulation runs are completed, and a means
of capturing the input conditions tied to the
results of each experiment.

Model Instrumentation

Values generated by the model must be
captured to assess system performance and
effectiveness. Usually these values are
related to timing, accuracy, process and
resource utilization, queue length and wait
time, item arrivals and departures at various
points in the model, and changes in attribute
values. The values are generated within the
model, as each simulation item passes
through the various modeled processes.
Model instrumentation means the insertion
of data collection blocks at each point of

" interest. A variety of forms of

instrumentation are available, such as
plotters, histograms, blocks that capture
minimum and maximum values, or generate
statistical data concerning the items that pass
through the block. The model can be
configured to write results data into external
files, including spreadsheet and text files, for
offline analysis.

Instrumenting the model can be time
consuming, and to be effective the customer
must identify his data needs before the
modeler sets to work. Few things are more
frustrating than to amass a pile of data only
to learn that the user wanted to know when
the first round leaves the muzzle, not when
the last round impacts the target. The means
by which instrumentation is accomplished
varies for different modeling tools. In
Extend, instrumentation means insertion of
blocks that collect, compute and display
measures of performance. Generally, model
instrumentation is analogous to insertion of
probes that allow users to examine certain
state parameters either as output values or to
provide insight for further analysis.




Model Testing

Testing is performed incrementally,
checking each process block to ensure that
the parameters, information flow, and inter-
connectivity are free of implementation
errors. Item attribute and value information
is extracted within each block to verify that
proper values are being generated. Once all
of the hierarchic process blocks have been
successfully tested, the entire model is
executed and observed data checked for
reasonableness. Input parameters are varied,
and tests repeated to ensure that no data -
dependent model construction errors have
been made.

Documentation

As usual, clear, concise, and complete
documentation is essential. There are at
least two kinds of documentation involved.
The first has been mentioned already —
documenting the values of the parameters
used within the model, which helps in the
verification, validation, and accreditation
process and is necessary to interpret
experiment results and maintain the model.
The second form of documentation has a
somewhat different purpose, which is to
make the model easy to understand and use.
The model should be annotated internally,
with text that provides a brief description of
the process being modeled. For example,
one might insert a comment within the
appropriate portion of the model such as
“Tomahawk mission data is assembled into
Transmission Units here.” In addition, each
of the primitive blocks used to construct the
model should be commented with a note
concerning their purpose in the model, such
as “This queue holds items representing
Mission Data Updates until the next process
is ready to accept them for transmission.” If
the model is properly commented, it
becomes easy to understand both how the
modeled system is supposed to work, and
what each of those little model blocks are
doing. When this is done, it is a lot easier to
explain the model to the customer/ user, and
to verify the model’s representation of

system processes. It also makes it
reasonable to expect that the model could be
transferred from the model developer to a
member of an analysis or engineering team
(who are not modelers), who can then use it
to conduct experiments as desired.

MODEL VERIFICATION,
ACCREDITION AND USE

Verification

Model verification is “the process of
determining that a model implementation
accurately represents the developer’s
conceptual description and specifications.”
(DMSO 1996) Verification is undertaken to
develop confidence that the model correctly
represents system behavior, and can
accurately predict the performance of the
planned system. There are two aspects to
this; first assurance that the model behaves
in the same manner as the planned system,
and second that the performance parameters
used to populate the model are appropriate
for the purpose at hand.

The first step in model verification is to
ensure that the model is built and represents
the planned system faithfully, that the
operational and functional processes
represented have been accurately captured.
This typically is accomplished through
interaction with subject matter experts — the
people specifying or developing the system, -
and current/planned operational users of the
systems — and through examination of
existing design and operational concept
documentation. This activity involves
verifying that each process is correctly
characterized, that the control events, data
flows into and out of the processes, the logic
exercised within each process, and the
resources performing the processes are
modeled in a way that captures their
essential characteristics. Checks should be
made to ensure that the behavior symptoms
generated by the model are consistent with
real system behavior under similar
circumstances. For example, if a legacy
system is being modeled and is known to




bog down when loading reaches a certain
point, then the model should as well. There
will be many situations in which there are no
real systems that are analogous to the
modeled system. In such cases, one will
have to verify the behavior for each
component or part of the mode! until all of
its components have been verified.

Assumed performance values contained
within the model must be certified to be
valid (where appropriate) or to satisfy the
analysis requirement. The distinction here is
that performance values can only be
demonstrated to be valid after the system is
actually built and tested. However, one can
and must verify that the input performance
data for a planned system is reasonable for
the analysis being performed. Values used
normally range from measured prototype or
subsystem test data collected under
controlled conditions, to performance
specification values, to estimates offered by
the project engineers or experienced
operators. These often are budgetary values,
or ranges of values to be evaluated. In the
case of interactive systems, an operator’s
opinion is often the best and sometimes the
only data available. As an example,
consider the requirement to model a signals
intelligence process which includes receipt
of a communications signal, its translation
into English, assessment of the importance
of the message, and generation of a report to
the tactical commander. Time to
accomplish this process depends on many
things, not least of which is the language
being spoken, the skill of the linguist, and
the intensity of the operations. The only
way to determine this for model
development was to interview the actual
operators. When asked, the operator said
that it took her at least x minutes, but usually
not more than y minutes, which was then
modeled with an appropriate probability
distribution.

As the system evolves and designs are
refined, additional factual information
becomes available and will be used to refine
the model. If model outputs can be
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corroborated with real or prototype
component test data for some situations or
configurations, then the likelihood that
predicted performance under other
conditions would be accurate is enhanced.
A particularly effective form of model
validation and tuning is one in which
modeling activities are undertaken in
conjunction with system prototyping, so that
the model is continually refined as system
design uncertainties are reduced.

Accreditation

Finally, an official determination that the
model is (or is not) acceptable for the
specified use must be made. This is
accreditation. The accreditation report
documents the conclusion that the model
plus the input data equals a valid
representation of the planned system for the
purpose at hand. If the model is later '
proposed for reuse in a different context, to
address different questions, it will need to be
re-examined and re-accredited.

Using the Model

The experiments conducted with the model
are intended to answer a set of questions.
These questions might be phrased as “How
well does the system work? When does it
break? How can it be made to work better?
What happens if . . .” These questions
concern the ability of the system design to
meet warfighting objectives, which the
analysts and system engineers have
decomposed into measurable requirements.
Performance measures, such as accuracy,
timeliness, throughput, reliability, are
assessed against performance requirements
to yield measures of effectiveness. The
model is used to collect performance metrics
that can be related back to warfighting
requirements, system effectiveness, and
associated design parameters.

A typical series of experiments will first
establish the effectiveness of the baseline
system in meeting warfighting objectives
across a range of environments or
operational situations. Then, individual




performance metrics are examined to
identify design factors which limit system
effectiveness. Alternative solutions are
offered, and the experiments repeated with
the modified system design or system
performance parameters. Generally, the
effort is to identify expected system
performance and robustness, the elements of
the system design that are sensitive to
changes in the external environment, and the
design factors which most significantly
impact system performance.

This is the point at which the experiment
plan - which was developed before the
model was constructed — is executed and the
results documented.

AN EXAMPLE

Several years ago significant concerns were
expressed regarding the ability of deployed
tactical radios and tactical data processors
(TDPs) to deal with increased data flows
associated with the introduction of new
tactical broadcasts providing situation
awareness information. The new broadcasts
were bursty in nature; providing relatively
high volumes of information when active
but operating on an intermittent schedule.
The technical issue concerned data rate
differentials — when available, the

~ broadcasts might provide information faster
than it could be assimilated by the radios
and data processors. The questions then,
were whether tactical data would be lost in
the receiving and processing equipment,
and/or delayed to the point that its tactical
value was degraded. There was much
discussion of the issue, and many opinions
were offered, but factual answers were
lacking. When the systems involved were
modeled using a discrete event simulation
tool, it was predicted that both problems
would occur — data losses would approach
50% during peak periods, and time delays of
nearly 45 minutes would be experienced.
Input data would queue up in the radio
pending processing, the buffer would soon
fill and new reports would overwrite earlier
ones. The TDP was unable to read the over-
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the-air message format, and converting the
native format to one readable by the TDP
significantly expanded the number of bytes
of data requiring transfer. To reduce the
problem in the TDP, the interface between
the radio and the TDP was constrained to a
low data rate. This meant that less data was
lost in the TDP, but it simply backed up and
was lost in the radio instead of the TDP.
When the data did make it to the TDP, the
slow processor and limited data storage
allocation caused losses at the input buffer,
and later in the process flow, limited
memory caused tracks to be overwritten far
too quickly. This was all made very obvious
in the model.

As a result of the modeling effort, one TDP

developer made a number of design changes

to his system:

e Increased processor clock speed

o Increased system RAM

e Doubled memory space allocated to
report and track data bases

e Increased interface speed to the highest
rate supportable by the radio

¢ Defaulted the input message format to
the most efficient available

These hardware and software changes

eliminated the data loss problem before it

was ever experienced by a deployed system
produced by this developer. However,
analogous changes were not implemented by
other programs/ system developers. Nearly
three years later, and as a result of concerns
expressed by the operating forces, live tests
using operational hardware were conducted.
These tests demonstrated that the problems
predicted by the simulation in 1997 were
being experienced in other deployed systems
in 1999.

SUMMARY

Focused management attention to the
following key areas will help ensure a
successful project using modeling and
simulation:




e Carefully define the questions of
concern and the information the model
must produce to answer the questions.
Certainly the questions will evolve as
results are obtained, but they should
become more refined and specific,
rather than changing focus entirely.

e Determine the degree of model fidelity
required, and base it on a definition of
the information the model must produce.
Simpler is better.

o Select performance measures that can be
tied directly to requirements and design
parameters.

e Carefully chose the performance
metrics, and specify where in the
process flow they should be collected.

e Structure the effort as an incremental
- development. Make enhancements as
system sensitivities become known and
the issues clarify.

e Conduct regular model walk-throughs
during initial development and when
significant changes are made.

e Develop a matrix of the experiments to
be conducted. Include in this matrix a
specific and detailed list of each
parameter to vary, and the range of
values to be tested.

CONCLUSION

Performance modeling is an essential
element in development and understanding
of complex systems. Effective use of
modeling techniques and tools can provide,
in advance of actually building and
deploying the system, engineering insight
available in no other way. Some cautions
are in order, however. Developing and
experimenting with a behavior model can
consume significant time and resources.
Some careful planning at the beginning of
the effort, with refinement as the work
proceeds, will ensure a more effective,
efficient and useful project and product.
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